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Threats. Comprehensive National Defence.

Q&A

Digital Security. InfoSec.

Q&A
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What are the two biggest threats in 2021? 
Write in the chat two biggest threats fot the Europe in 2021?

1. Diseases, pandemic

2.  Technogenic disaster

3.  Natural disasters

4. Military / hybrid 

5. Terrorism / radicalization 

6. Extreme weather

7. Financial crisis 

8. Cyber attacks

9. Divided societies

Other ...........................









Climate change risks

6K
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Water scarity
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Lloyd’s determined the 
economic impact in modern 
society: $2.6 trillion in grid 
damages and power outages 
lasting as long as two year









Partnership with private sector, 
concerted risk assesment, joint

planning and training
Societal resilience, 

All hazard readiness culture

National Armed Forces NATO



Question: is not if, but when ?

Emerging need to change culture of
cooperation and involve whole-of– society

We started in 2019!
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Just-in-Case Community



Questions? 



What are the biggest cyber security threats in 2021?







digital security risks can 
reduced at acceptable level



Digital security should not be understood as binary (secure / 
not secure), but rather as continuum:

➢ All products that contain code also contains 
vulnerabilities.

➢ For all smart products there are vulnerabilities we don’t 
know about yet (latent vulnerabilities).

➢ No smart product can be 100 % secure.

➢ However, digital security risks can be managed and 
reduced at acceptable level.

➢ Products cannot be secure «once and for all»: the timely 
deployment of security updates is key to enhance digital 
security of products.

- 30 % of desktop computers running Window used version
that reached end-of-life (Windows 7, Windows 8.1.)

- 60 % of Android smartphones were running on an outdated
version of Android



Google has warned this "sideloading" - manually installing 
app files found online - is "high risk", as the files may have 
been tampered with. "Sideloaded Google apps will not 
work reliably. Sideloading Google’s apps also carries a high 
risk of installing an app that has been altered or tampered 
with in ways that can compromise user security.”

https://support.google.com/android/thread/29434011?hl=en


Do you live in the information / filter bubbles?



The information age is over. Welcome to the data age.

The World Will Store ~ 200 Zettabytes Of Data By 2025.    50 percent of all data to be stored in the cloud.



• They remove links that have been flagged as copyright violations

• The company maintains at least nine different blacklists

• They remove sites that use spammy techniques to try and promote themselves, or contain many spammy links

• They remove sites that host viruses and other malware

• They remove sites that do not work on mobiles when you search from a mobile device.

• They remove sites that have unparseable code

• They don’t show websites if: 

• website isn’t optimized for search engine crawling

• keyword market is very competitive

• website has “no index” tags

• website has been penalized and removed from Google



[..] YouTube was recommending content that was more and 
more extreme than the mainstream political fare I had started 
with.

I experimented with nonpolitical topics. The same basic pattern 
emerged. Videos about vegetarianism led to videos about 
veganism. Videos about jogging led to videos about running 
ultramarathons. It promotes, recommends and disseminates 
videos in a manner that appears to constantly up the stakes.

Google is an advertising broker, selling our attention to 
companies that will pay for it. The longer people stay on 
YouTube, the more money Google makes.
What keeps people glued to YouTube? Its algorithm seems to 
have concluded that people are drawn to content that is more 
extreme than what they started with — or to incendiary content 

in general.



















TikTok starts collecting data the minute you download the app, according 
to researchers. It tracks the websites you’re browsing and how you type, 
down to keystroke rhythms and patterns, according to the company’s 
privacy policies and terms of service. The app warns users it has full access
to photos, videos and contact information of friends stored in the device’s 
address book, unless you revoke those permissions.

Even when you’re not singing and dancing around your living room, the 
app tracks everywhere you go using your IP address and GPS coordinates, 
providing the app with your precise location while working, voting, 
attending protests, traveling, or simply picking up milk from the grocery 
store. You can disable all GPS collection on your devices, but, in some 
cases, that would shut off access to apps that need location data to 
function, like Google Maps.

Once you use TikTok for a few days, the app has a good idea of what you 
look like, how you hold your phone, who your friends are, what videos you 
like to watch, what topics you’re interested in and what websites you visit. 
It reads the messages you compose and exchange on the app. TikTok can 
then match this data to other information collected about users from third-
party services and publicly available sources.

https://www.tiktok.com/legal/privacy-policy?lang=en
https://www.proofpoint.com/us/corporate-blog/post/understanding-information-tiktok-gathers-and-stores
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Found a total of 82 data categories regarding Latvia sold
by some 300 different companies.

1) detailed breakdown of the target audience’s
demographic profiles (age, gender, civil status, etc) and
behavioural profiles (use of smart devices, applications,
mobile banking, and coupons; patterns in shopping,
travel, sports activities, and lifestyle).

2) could discover where the members of our target
audience shopped, which bars, coffee shops, and venues
they favoured, and other points of interest.

3) a list of the applications most used by the target
audience, revealing for example which messaging
applications were most popular and which websites they
visited most.

4) geolocation data for the target audience during day-
time and night-time to reveal, for example, in which
areas the target audience is working or spending time
during the day and where they are likely to live or at least
spend time during the night.

100,000 pax





Questions? 

No free lunch:  if something is for 
free maybe You are the product!


